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editor’s letter

Rudd ‘excited’ at possibility 
of reducing card fraud

Get in touch with the editor at: douglas.blakey@verdict.co.uk

Douglas Blakey, Editor

It makes a welcome change for senior UK government 

ministers to be caught discussing a potentially 

constructive initiative – as opposed to squabbling 

among themselves over leadership challenges to the 

prime minister. 

Or the default strategy of how to make a potentially 

disastrous Brexit even more financially suicidal than it might 

be. And I write that more in sorrow than anger, having only 

ever voted for the party in power.

Step forward Amber Rudd, Home Secretary, who has 

cottoned on to the fact that there is a problem with card fraud. 

Perhaps she had got around to reading a report from June 

published by the National Audit Office.

Answering questions from the Home Affairs Select 

Committee of MPs, she suggested that “if we get it right,” – 

that is a big if, but let that go for a second – “we could reduce 

the number of crimes by 1 million.”

A number of ideas to reduce card fraud were canvassed. 

Rudd said she was “excited” by the possibility of two-factor 

authentication being used for online shopping. As if two-factor 

verification was some novel concept just dreamt up – but again 

let us let that pass. I seem to have been reading and writing 

about this less-than-new concept for all of my time on this 

desk, and that is 13 years and change.

“We need a set of developments,” concluded Rudd. Her 

department was the subject of a stinging rebuke from the 

NAO earlier this year; it reported that the Rudd Home 

Office’s response to the threat posed by online fraud was “not 

proportionate, efficient or effective.”

The banks, card programmes, retailers and other 

stakeholders – not to mention consumers – have a vested 

interest in progress being made regarding the “exciting” 

developments now on the Rudd radar. Just some of the figures 

released relating to the year to end September 2016 ought to 

concentrate political minds: 1.9 million cyber-related crimes – 

some 16% of all crime, 623,000 fraud incidents, £10bn loss to 

individuals from fraud with 6% of all adults experiencing fraud. 

And a 103% increase in online card-not-present fraud between 

2011 and 2016, rising to 1.4 million cases.

The perennial dilmma faced by banks is that they want 

to maximise digital channel usage, but customers will only 

do more business digitally if they feel secure. The cost of 

security initiatives and what will be the effect on the customer 

experience are the other constant themes. Do something –

anything – that makes life harder for the criminal fraternity, 

and banking becomes harder for honest customers.

Rudd has, in general, placed herself on the sensible side 

of the argument relating to Brexit and immigration. If she 

can bang heads together in her department, and engage 

with the card issuers, banks, leading vendors and an army of 

consultants, it is possible that a modern successor may emerge 

to EMV and PCI DSS. <
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Monzo calls time on unlimited 
overseas ATM withdrawals
UK startup Monzo is to pull one of its 
most popular features – unlimited, no-fee 
overseas ATM withdrawals.

From 18 December, Monzo cardholders 
will be limited to an allowance of £200 
($263) per month for international ATM 
withdrawals; a 3% charge will apply on any 
withdrawals in excess of that figure.

Monzo said that this will apply to all 
current accounts, and by the time the limits 
are put in place, it expects to have offered 

all existing prepaid customers a current 
account.

Any customers who stay with the 
Mastercard branded prepaid card will only 
be able to make one free withdrawal per 
calendar month, up to £200.

As a result of the fees changes, Monzo’s 
card will compare less favourably with the 
popular offering from rival Revolut, which 
allows fee-free withdrawals abroad of up to 
£200, with a 2% fee thereafter. <

Fifth Third Bancorp partners 
with Mastercard, AvidXchange

Fifth Third has teamed up with Mastercard 
and AvidXchange to offer an automated 
accounts payable solution to its commercial 
clients, enabling them to manage invoices 
and payments easily.

As part of the strategic partnership, 
Fifth Third will become the first bank to 
join The Mastercard B2B Hub powered by 
AvidXchange. The Mastercard B2B Hub, 
provided through card issuers, operates 

as an end-to-end automated platform and 
converts payable processes traditionally 
executed by paper into an electronic 
transaction.

Using AvidXchange’s technology, the 
Mastercard B2B Hub helps to maximise 
electronic payments using virtual cards and 
enhanced automated clearing house (ACH).

Fifth Third Bank’s senior vice-president 
and director of commercial payments and 
treasury management, Bridgit Chayt, said: 
“There are a number of inefficiencies and 
complexities that traditionally come with 
managing payments.

“Joining The Mastercard B2B Hub will 
help eliminate these pain points for our 
clients in an innovative and user-friendly 
format. The relationship aligns with and 
supports our NorthStar strategy to better 
serve our clients through technology.”

Mastercard’s executive vice-president 
of new payments business, Colleen Taylor, 
said: “The North American market for B2B 
payments is $25trn, and yet in the US over 
50% of B2B payments are still being made 
by cheque. It is inefficient and expensive.

“Fifth Third is meeting these challenges 
head on by offering The Mastercard B2B 
Hub to businesses who want to increase 
their financial control by outsourcing their 
payments processes.”  <

Wirecard to offer 
payment services for 
Ikea in Southeast Asia
Germany-based payment technology business 
Wirecard has partnered with Netherlands-
headquartered retailer Ikea to provide a 
regionally managed payment gateway solution 
for Ikea’s online business in Southeast Asia.

The collaboration will enable Ikea to 
provide online customers with multiple 
payment options in Southeast Asia, including 
Singapore, Malaysia and Thailand.

Shoppers can choose payment options 
such as credit, debit and alternative payment 
methods, while also being able to make use of 
instalment plans.

The tokenisation solution will enable 
the retailer to build a positive customer 
experience at the checkout, and support its 
operating environment in conformance with 
global PCI DSS security requirements.

Wirecard said the collaboration is rounded 
off by its Enterprise Portal WEP, which 
enables Ikea Country Finance and Ikea 
Southeast Asia finance to check card payment 
transactions in real time.

The solution also offers an option to use 
Wirecard’s Fraud Prevention Suite risk-
management system, which detects suspicious 
data and behaviour patterns in real time to 
prevent fraud by using technology such as 
machine learning and artificial intelligence.

Ikea’s Southeast Asia head of e-commerce, 
Koen Besteman, said: “We want all our 
customers to have a great shopping experience 
– whether they are in a big blue box Ikea 
showroom or in our online shop.

“Customer convenience is key. So we 
are really happy to have a partnership with 
Wirecard that makes it easy to shop online 
with Ikea in Singapore, Malaysia and 
Thailand. Wirecard will enable our customers 
to choose from a range of payment options 
for products and services – safe in the 
knowledge that every transaction is secure.”

Wirecard regional MD Jeffry Ho said: 
“Developing this regional payment gateway 
exclusively for the needs of Ikea Southeast 
Asia shows our innovative power in digital 
payments and our ability to react quickly to 
our customers’ requirements.” <
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Student, credit card debts drive UK lending to all-time high
UK consumers’ unsecured debt has 
reached an all-time high of £300bn, or 
£11,000 per household, according to new 
research by PwC.

The figure is growing at a faster rate 
than at any time in the past 15 years and is 
now 30% higher than prior to the financial 
crisis. By 2020, PwC estimates that the UK 
unsecured debt pile will reach £340bn, or 
around £12,500 per household.

UK unsecured consumer debt is rising 
by 11% per year, fuelled mainly by soaring 
credit card, student loan, car loans and 
overdraft lending. PwC estimates that UK 
consumer debt is rising by £80m per day – 
almost £55,000 per minute. This represents 
the fastest rate of growth in indebtedness 
since 2002.

PwC’s report, Are Britons borrowing 
beyond their means? Precious Plastic 2017, 
concludes that UK’s unsecured debt pile 
has also grown at least three times faster 

than secured debt in each of the last five 
years.

Student debt, credit cards and car 
finance represent more than 75% of the 
growth in unsecured lending in 2017. Car 
finance has grown by at least 15% for each 
of the past five years, and 17% in 2017, 
and represents the largest increase among 
the main unsecured lending products.

Newer forms of lending, such as peer-
to-peer, are also growing, but still only 
represent a relatively small proportion of 
total borrowing. Despite its growth, the 
outstanding loan book of P2P lending is 
just £1.5bn, equivalent to around 0.5% of 
all unsecured lending.

PwC forecasts a slowing rate of growth 
in unsecured lending to 7% in 2018 and 5% 
in 2019. High-profile risks such as Brexit-
related uncertainty and inflation continuing 
to outpace wage growth may cause an 
even sharper reduction in lending growth.

Simon Westcott, consumer credit 
leader at PwC said: “The rapid increase 
in unsecured borrowing in recent years 
reflects a change of attitude on the part of 
households across the UK. Following the 
financial crisis, we saw households repaying 
their unsecured debt, reducing their 
borrowing by around 10% between 2008 
and 2012 – or closer to 25% if we exclude 
student borrowing.

“However, since then, and despite the 
uncertainty created by political upheaval, 
a number of macroeconomic factors have 
combined to create a climate of rising 
consumer confidence and borrowing.

“The true scale of the issue has now 
been put into sharp relief – but there is still 
more to come. 

“We project that growth in unsecured 
borrowing across the UK will continue 
over the next three years, albeit at a slower 
rate,” Westcott concluded. <
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ACI updates fraud 
protection module
ACI Worldwide has refereshed its 
enhanced fraud protection offering 
via its UP payments risk management 
solution, enabling banks, intermediaries, 
merchants and telcos to prevent fraudulent 
transactions.

The cloud-based UP payments risk-
management solution protects payments, 
regardless of channel, payment engine or 
segment. ACI’s fraud protection includes 
adaptive machine learning, a shared-
intelligence approach to leverage cross-
industry knowledge, the ability to perform 
real-time payment fraud screening, deep 
understanding of payment engines, and 
flexible deployment models.

ACI Worldwide vice-president Andreas 
Suma commented: “Successful fraud 
prevention is all about decision-making 
– accepting the good transactions and 
denying the bad ones – with the best 
available information in real time.

“A winning fraud prevention solution 
allows organisations to focus on what 
they do best. The necessity for universal 
fraud management services in the 
cloud continues to increase, and banks, 
intermediaries, merchants and telcos seek 
to outsource everything from payments, 
fraud, compliance and security-related 
tasks,” Suma added. <

Mastercard, Carrefour launch 
Scan&Go service in Poland

Carrefour Poland, in collaboration with 
Mastercard, has embedded the Scan&Go 
service into its shopping app, to facilitate 
self-service product scanning and in-
app payments with Masterpass using a 
customer’s smartphone.

Designed to eliminate queues at cash 
registers, the solution has completed a trial 
stage and is set to be gradually launched in 
Carrefour stores across Poland.

Part of the My Carrefour mobile app, 
the new functionality of Scan&Go enables 
users to scan product barcodes in stores via 
their smartphone’s camera. The total price 
of all scanned products is automatically 
added up and displayed within the app, 
giving consumers real-time control over the 
amounts they are about to spend.

To complete the purchase, consumers 
using the Scan&Go service can choose 
between a payment card, Masterpass 
or cash as their payment option. The 
Masterpass account features multi-tiered 
security such as transaction tokens, card 
identifiers, which allows payment without 
the necessity to handle actual card details.

The Scan&Go service with Masterpass 
also enables customers to check out at 
a Carrefour store without having to go 
through a physical checkout register. 

Mastercard Poland head Bartosz 
Ciołkowski said: “Neither consumers nor 
retailers want to spend time and attention 
on handling payments.

“All in all, shopping, not paying, is the 
reason why consumers go to a store. 
Shopping solutions of the future will be 
automated and guarantee customers 
seamless and secure payments within a 
blink of an eye.” <
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Ackroo to snap up KESM/
LoyalMark from M3 Rebel
Ackroo, a provider of gift card, loyalty 
and rewards technology and services, has 
agreed a deal to acquire all of the assets of 
M3 Rebel’s gift card and loyalty processing 
solution business, KESM/LoyalMark.

Ackroo will purchase the LoyalMark 
software and hardware platform and all 
related customer contracts, adding more 
than 1,200 total locations in Canada as 
well as another 1,200 in the US. The deal is 
subject to several conditions, including the 
negotiation of a definitive agreement, and 
the approval of the TSX Venture Exchange.

Ackroo CEO Steve Levely said: “The 
addition of M3 Rebel’s KESM/LoyalMark 
business is a huge step forward for the 
company and further validates our strategy 
to both simplify and consolidate our 
industry.

“Combined, we significantly increase 
the size of our customer base, almost 

double our recurring revenues and expand 
Ackroo into the US. We gain technology 
advancement through product and feature 
offerings Ackroo does not have today, plus 
we gain several enterprise clients to better 
educate and guide the company in this 
area.

“We gain key talent with domain 
experience and contacts in order to help us 
achieve our growth goals. Most importantly 
we add a significant amount of attributable 
margin that not only covers our current 
debt obligation but, once normalised, 
pushes the company into profitability. This 
is a very material advancement for the 
company and our shareholders.”

KESM/LoyalMark operates as a division 
of M3 Rebel, and offers gift card and 
loyalty-processing solutions and services 
across to businesses of all sizes across 
North America. <

Visa, Billtrust to 
streamline B2B 
acceptance
Visa and Billtrust have formed a strategic 
partnership to simplify the reconciliation of 
B2B payments while boosting automation 
of virtual card payments for financial 
organisations and their corporate clients.

As part of the collaboration, Visa will 
integrate its Straight Through Processing 
capabilities into Billtrust’s Virtual Card 
Capture tool, which will improve suppliers’ 
ability to accept virtual cards and 
automatically capture payment information 
for reconciliation.

Using Visa’s Straight Through Processing 
solution, a participating issuer’s buyer 
can initiate a Visa commercial credit 
transaction directly from their own 
accounting solution.

Through its Virtual Card Capture 
solution, Billtrust facilitates payments 
processing to suppliers, and enables them 
to receive funds into their bank accounts 
on the following business day. The 
remittance is combined across all payment 
sources, and matched to corresponding 
open invoices.

Visa’s vice-president of US partnerships 
and new initiatives, business solutions, 
Taira Hall commented: One of the key 
pain points for companies is the time and 
resources it takes to process payments

“Collaboration with leading partners 
like Billtrust helps our financial institution 
clients streamline the B2B payments 
process for their commercial customers, 
better support supplier needs, and simplify 
the process suppliers have to go through in 
order to accept a payment.”

Billtrust CEO Flint Lane said: “The 
integration of Visa’s Straight Through 
Processing and our Virtual Card Capture 
enables suppliers to more expediently 
manage a traditionally manual, 
cumbersome payment process.

“With the increasing popularity of 
virtual cards in the B2B market, we’re 
solving what is quickly becoming a very 
critical pain point for A/R teams – one 
that impacts their cash flow, customer 
satisfaction and operational efficiency,” 
Lane added.

In a separate development, Visa has also 
made a strategic investment in Billtrust to 
support its growth in the B2B market. <

Ondot Systems, Elan launch fraud alert 
feature for My Mobile Money app
Ondot Systems, a US-based provider of 
mobile card services, and payments service 
provider Elan Financial Services have updated 
the My Mobile Money app with the 
addition of two-way fraud alerts for 
Elan-processed debit cards.

The newly introduced 
fraud-alert feature will 
enable customers to review 
recent transactions and flag 
fraudulent ones directly 
from the app, through which 
notifications are sent to Elan 
to investigate the transaction 
and replace the card if needed.

Financial institutions can directly 
communicate with debit cardholders 
to confirm a transaction which reduces 
fraudulent activity, or false-positive card 
blocks. The new feature also saves time as it 
reduces the need for cardholders to call their 
financial institutions to report fraud.

Elan Financial Services president Troy 
Cullen commented: “Our financial institution 
clients are always looking for new ways to 
provide their debit cardholders with fraud-
prevention options. 

“By working with Ondot to provide a 
mobile fraud alert service, we are empowering 
consumers to keep an eye on their card 

activity, whether they are shopping at their 
local grocery store or reviewing 

their transactions.”
Ondot Systems president 

and director Vaduvur 
Bharghavan added: 
“Traditionally, when 
Elan has reached out to 
its financial institutions’ 

cardholders via telephone 
to alert them to potentially 

fraudulent activity, it has less than 
a 10% chance of reaching cardholders on 

the first try.
“This results in higher rates of false-positive 

fraud blocks and missed fraudulent activity.
“Through our integration with Elan, the 

notification of a potential fraud situation 
is in real time through a mobile app push 
notification, which significantly increases the 
contact rate and helps financial institutions 
and their cardholders work together to 
identify fraud, without cutting access to their 
debit card.” <
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ProPay launches merchant services in Australia
ProPay, a TSYS company and a provider 
of secure credit card and ACH payment 
processing solutions, has introduced a 
comprehensive merchant solution for small 
businesses, e-commerce and direct selling 
companies in Australia.

The ProPay platform enables small 
business owners to quickly set up a 
merchant account and start accepting 

credit cards within minutes. ProPay’s 
platform also provides other benefits, such 
as online virtual terminal that enables SMEs 
and consultants to process credit cards 
anywhere they have internet access.

The ProPay app allows merchants to 
process credit cards and view transactions 
through a mobile device, while also 
enabling them to email or text customers 

with an invoice containing a secure 
payment link.

ProPay president Dave Duncan said: 
“ProPay understands the needs of small 
businesses, so we’re excited to bring our 
payment capabilities abroad and support 
Australian merchants in the same manner 
we’ve supported US and Canadian 
merchants for more than two decades.” <

WorldRemit, Wari team up to launch 
instant money transfers to Senegal
Digital money transfer service business 
WorldRemit has collaborated with Wari 
Group to introduce instant money transfers 
to Senegal.

The new service enables customers to 
transfer money to more than 50 countries 
worldwide. Users can transfer funds as 
easily as sending an instant message 
through mobile app or website.

WorldRemit claims that its money-
transfer service improves security and 
compliance standards on the send side. 
In addition, senders need not visit a 
bricks-and-mortar agent, which can be 
inconvenient and time consuming.

WorldRemit co-founder Catherine Wines 
said: “Our partnership with Wari will enable 

the 0.5 million-strong Senegalese diaspora 
to send money instantly from over 50 
countries to thousands of locations.

“We want to give people the power 
to share money instantly, anytime and 
anywhere, further supporting the transition 
from costly offline remittances sent from 
bricks-and-mortar agents to safer, faster 
and lower-cost online transfer methods.”

Wari founder and CEO Kabirou Mbodje 
added: “The digital industry is a game-
changer in offering global solutions to 
simplify daily transactions.

“Partnering with WorldRemit will 
reinforce our global network and support 
our ambition to facilitate transactions for 
everyone.” <

Digital payments 
can save $470bn
Digital payment modes such as cards 
and mobile payments could save nearly 
$470bn per annum in 100 cities, around 
3% of the average GDP for these cities, 
according to a study by Visa.

The study, Cashless Cities: Realising the 
Benefits of Digital Payments, carried out by 
Roubini ThoughtLab and commissioned 
by Visa, analysed the economic impact of 
increasing the use of digital payments in 
major cities worldwide.

The study estimated that relying more 
on electronic payments and reducing 
dependence on cash can provide 
immediate and long-term benefits for 
consumers, businesses and governments.

Visa said consumers in the 100 cities 
analysed could gain around $28bn per 
annum in estimated direct net benefits, 
derived from factors including up to 3.2 
billion hours in time savings to conduct 
banking, retail and transit transactions, as 
well as reducing cash-related crime.

Electronic payments will enable 
businesses in the 100 cities to save over 
$312bn annually in estimated direct 
benefits, with 3.1 billion hours saved 
in processing incoming and outgoing 
payments, and increased revenues. The 
study said accepting cash and cheques 
costs businesses $0.071 of every dollar 
received, against $0.05 for digital sources.

Visa vice-chair and chief risk officer Ellen 
Richey said: “This study demonstrates 
the substantial upside for consumers, 
businesses and governments as cities 
move toward greater adoption of digital 
payments. Societies that substitute digital 
payments for cash see benefits from 
greater economic growth, less crime, more 
jobs, higher wages, and increased worker 
productivity.” <

UnionPay partners with Piraeus Bank to 
offer mobile QuickPass in Greece

UnionPay International, a wholly owned 
subsidiary of China UnionPay, has teamed up 
with Greece-based Piraeus Bank to launch the 
mobile QuickPass service in the country.

With the collaboration, UnionPay 
cardholders can pay by tapping UnionPay 

chip cards with the QuickPass signage or 
QuickPass-enabled mobile phones at over 
50,000 merchants.

The launch of mobile QuickPass in Greece 
will also mark its debut in Southern Europe.

UnionPay said that the partnership will 
boost acceptance of UnionPay Mobile 
QuickPass at merchants in tourist destinations 
such as Athens and Santorini, covering tourist 
attractions, department stores, duty-free 
shops, restaurants – including many Michelin-
starred establishments – and souvenir stores.

Additionally, card members can make no-
PIN no-signature payments when spending 
up to €25 ($29.40).

UnionPay International has already 
partnered with all four major banks in Greece. 
UnionPay believes its cards will be accepted 
at almost all ATMs and over 80% of POS 
terminals in Greece by the end of 2017. <
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The ATMIA saw a need for a 
blueprint for next-generation 
ATMs which would provide a new 

app-based model for ATMs in order to fully 
connect ATMs to the mobile world,” Mike 
Lee, the ATMIA’s CEO, tells CI.

In addition, the ATMIA has been 
developing roadmaps for the ATM industry 
to migrate to Windows 10 and WinCE 2023 
in readiness for the ‘sunsetting’ of the previous 
Windows-based ATM operating systems, 
Windows 7 and WinCE.

At the same time, the ATMIA has been 
examining the use of alternative operating 
systems for ATMs such as Android, it says. 

In 2014, ATM deployers using Windows 
XP were forced to migrate to Windows 7, 
after Microsoft stopped supporting XP

VISION OF THE FUTURE
Under the ATMIA’s aegis, in late 2016, 
leading ATM operators compiled a vision of 
the future for ATMs, articulated in the form 
of an ATM industry request for information 
(RFI). This RFI was then sent to the world’s 
major ATM manufacturers and suppliers in 
January 2017, with a deadline for comments 
of 31 March 2017. 

“Based on the consensus between the 
vendors’ vision of the future and the deployer 
model in the original RFI, a blueprint for 
next-generation ATMs was developed, as there 
was sufficient common ground to reach global 
agreement on the way forward,” Lee says.

The ATMIA has formed a global 
consortium of ATM deployers, vendors, 
suppliers and service providers to oversee new 

standards and create a roadmap for the ATM 
ecosystem envisaged in the blueprint, which 
will run concurrently with existing standards.

On 27 July 2017, the blueprint was signed 
off by the consortium, paving the way to build 
what ATMIA has dubbed “a superhighway to 
the future”.

CONSENSUS
Lee believes there is broad consensus in 
the ATM industry about the need for 
ATMs to evolve in order to remain a key 
financial service platform. “But the legacy 
of incompatible proprietary ATM network 
and system protocols is a key barrier to the 
expansion of the ATM market, when, by 
contrast, there is a much greater degree of 
interoperability in the mobile space,” he says.

The ATMIA has a vision of three levels of 
ATM operating system architecture, including 
a standard application programming interface 
(API) layer, enabling ATMs to interface with 
consumer devices such as NFC-enabled 
smartphones. 

“We want the ATM industry to develop 
an open API-based ecosystem for ATMs to 
support an app model for ATMs and to ensure 
deployers can easily manage the new types of 
ATM networks that will emerge,” Lee notes.

The three operating system architecture 
models for the ATM of the future are:
• Cloud;
• API, and
• Brower-based with resident native software.

“These won’t be separate models as such, 
but all part of a stacked ecosystem which 

allows for interoperability and yet competitive 
differentiation,” says Lee.

“The browser-based software goes to the 
ATM end point to link the ATM to the 
software stored in the cloud and in the API. 
The API level is crucial because it supports 
the apps, and the cloud provides tremendous 
management potential to the operators. 
It’s the ultimate Dagwood [sandwich] for 
software.”

INTEGRATION
“The most important thing is to connect 
ATMs to customers by integrating the mobile 
world and the ATM,” says Lee.

“Next-generation ATMs will be customer-
centric, and transacting via smartphones or 
mobile devices will be the new norm. 

“The next key element is supporting a 
new app model for ATMs, once again with 
customer experience in mind. The standard 
API will be a major technology platform for 
the app model. On top of that, use of the 
cloud for some web-based ATM services will 
be massively enabling, and will allow Big Data 
analytics and artificial intelligence programs to 
be incorporated into the new ATM ecosystem.

“I foresee NFC-enabled ATMs, biometrics, 
including fingerprint authentication, cardless 
cash and iBeacons all having a big future in 
our industry.”

Lee says the ATMIA’s core objectives in 
creating the blueprint are ensuring that the 
ATM remains an essential financial services 
technology in the mobile-first era, and 
developing an interoperable ecosystem for the 
ATM industry that replaces legacy protocols 

Feature   |   next-gen atms

the ATMIA releases the 
next-generation 
ATM prototype
Global trade body the ATM Industry Association (ATMIA) has published a ‘blueprint’ for 
the next generation of ATMs. With the cash machine celebrating the 50th anniversary of 
its launch in 1967, the concept is certainly timely. Robin Arnfield looks closer

“
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Feature   |   next-gen atms

and networks with true interoperability. “This 
is a global future-proofing exercise that should 
lead to more relevant, cost-efficient, dynamic, 
faster and highly adaptable ATMs,” he says.

“The blueprint could produce new 
economies of scale for the ATM industry. 
It will enable the industry to build a 
superhighway to the future. 

“To ensure ATM network, software and 
device interoperability, we recommend an 
ecosystem standard which everyone signs 
up to but which allows custom bank apps 
to be coexist with standard apps so there is 
competition and innovation.”

THE ATM OF THE FUTURE
Lee points to two banks that are world leaders 
in innovative ATM deployment – Spain’s 
CaixaBank and Turkey’s GarantiBank.

“CaixaBank and GarantiBank have smart 
ATMs which offer over 200 different kinds 
of transaction,” Lee says. “Their smart ATMs 
are ‘bank in the box’ ATMs which will play a 
role in the future for communities affected by 
declining numbers of branches. 

“In addition, there are dozens of forward-
looking banks around the world, as well 
as innovative independent ATM deployers 
[IADs], which have deployed ATMs with 
iBeacons, NFC, cardless transactions, 
biometric authentication, video tellers, bank 
apps for mobile customers, digital wallet 
transactions such as Apple Pay and Samsung 
Pay, and smart security systems.” 

“I love Idea Bank in Poland, which has 
created what I call ‘Uber for cash’,” says Lee. 
“Its ATM cars take ATMs to the customer, 
instead of waiting for customers to go to the 
ATM.”

TIMELINE 
“Our vision is already happening in the sense 
that one of our governing principles in the 
Consortium for next-generation ATMs is 
‘don’t hold up the market,’” says Lee. 

“We recognise that innovation is an 
accumulative process with different companies 
moving at different speeds into the future. 
However, I estimate that the standards we 
need for APIs, for example, and for ecosystem 
security, will be drafted in 2018 and signed off 
in 2019.

“This will be in time to ensure we have 
a next generation of ATMs rolling off the 
production lines on a mass scale for the 2020s, 
when new operating systems like Windows 10 
and cloud services kick in globally.”

ECOSYSTEM SECURITY
“Security has to be end-to-end because 
criminals always look for the weakest link,” 
notes Lee.

“We will be looking to bodies like the 
PCI Security Standards Council and UL 
[Underwriters Laboratories] to help us ensure 
there is sufficient encryption at all the right 
places. What will be critical will be security of 
mobile devices transacting with ATMs.”

“Coupled with this will be new customer 
education best practices for security as 
customers will play an important role, too.

“In addition, we think Cloud-based data 
analytics will provide highly sophisticated 
anomaly detection for the new ecosystem. 
Finally, we’re working with law enforcement 
agencies to seek their advice and collaboration. 
It’s going to be a huge team effort.”

LOOKING AHEAD
“I foresee the following in terms of ATM 
hardware,” says Anthony Pickup, a UK-based 
specialist in retail payments.

“Firstly, the replacement of mechanical 
card readers – chip/EMV and mag-stripe – by 
contactless readers which are solid state. This 
will make ATMs more reliable as there will be 

no moving parts, and they will be less prone 
to temperature issues around the world, thus 
reducing cost of ownership.

“Also, this will make ATMs easier to use 
for both able-bodied and disabled users. With 
the development of machine-readable bank, 
there will be improvements in cash-recycling 
at ATMs.

“Secondly, linked to contactless readers will 
be a software-based change to the classic user-
ATM interaction of: present card, enter PIN, 
select cash withdrawal with/without receipt, 
select amount, authorise, cash dispense,” 
Pickup says. 

“Use of mobile devices could lead to a flow 
that either reduces the number of steps for a 
transaction and/or improves the security of the 
transaction,” he explains. 

Pickup says a mobile contactless-enhanced 
transaction flow will enable ATM users to 
authenticate themselves and select an amount 
to dispense.

“For example, users wouldn’t enter their 
static PIN at an ATM but either input a 
unique code to the ATM or the ATM would 
read the code from the mobile device,” he 
suggests. He also envisages that, instead of 
paper receipts, customers will receive ATM 
transaction notifications straight to their 
mobile devices.” <

essence of cool: The Diebold Nixdorf concept ATM
In April 2017, Diebold Nixdorf launched 
its new concept ATM, Essence, which 
incorporates a sleek, modern design and user 
interface to enhance consumer experience.
Essence is powered by software-driven 
interactions and features multi-touch 
functionalities such as swipe, scroll and smart 
zoom, similar to those now commonly found 
in smartphones and tablets.
The Essence concept includes an 
antimicrobial glass touchscreen display 
and enhanced user interface, an encrypted 
touchscreen for PIN entry and NFC 
authentication option, and an EMV chip card 
reader.
Diebold Nixdorf says it has eliminated the 
traditional mag-stripe card reader, receipt 
printer and PIN pad, which help the Essence 
concept to meet the requirements of busy, 
technology-savvy consumers.
“Powered by software-driven interactions 
and multi-touch functionalities such as 
swipe, scroll, and smart zoom, Essence 
seeks to enhance and modernize everyday 
consumer transactions,” a Diebold Nixdorf 
spokesperson tells CI.
“With an encrypted touchscreen, card 
access for both EMV chip readers and NFC 
authentication and large capacity recycler/
dispenser, the terminal offers indispensable 
functionality for the future.” <

CI November 549.indd   11 23/10/2017   09:24:31



12  |  November 2017  | Cards International 

Feature   |   novopayment

NovoPayment was founded in 2004 
by its CEO and president, Anabel 
Perez, as a spin-off from a major 

Venezuelan bank.
Since 2007, the Miami, Florida-based 

business has provided open-loop prepaid 
card programmes in Latin America, both 
on a white-label basis and through local 
subsidiaries in Peru and Colombia. Currently, 
NovoPayment has over 70 programme 
deployments and over 9,000 corporate users.

In 2009, NovoPayment was granted a 
Principal Member licence by Mastercard to 
issue prepaid cards in the region, becoming 
Mastercard’s first non-traditional institution 
in Latin America to receive the designation. It 
also has a Visa license.

Over the last few years, NovoPayment has 
expanded beyond the prepaid card market, 
and now offers cloud-based technology 
enabling banks and payments firms such as 
e-money issuers to offer P2P/B2B remittance 
and mass disbursement services, for example. 

It has a particular focus on serving the 
emerging gig economy in Latin America, 
and is working with correspondent bank 
agent networks on payments collection for 
unbanked consumers shopping digitally. 

“One of the largest correspondent banking 
agent networks in Latin America is a client of 
ours,” Perez says.

Correspondent banking agents provide 
cash-in/cash-out and other banking services 
to unbanked consumers through convenience 
stores and other non-bank outlets. Currently, 
NovoPayment is active in six Latin American 
markets, and plans to add two more.

“We’ve always been self-funded,” says Perez. 
“However, we want to accelerate our growth, 
and would not rule out any capital-raising 
options going forward.” 

Unlike fintechs, which are typically started 
by technology specialists who lack banking 
experience, NovoPayment’s management team 
originally came from the banking industry. 
Perez, for example, was until 2008 senior vice-
president, retail banking at Banco Venezolano 
do Crédito.

DEVELOPER HUB
In October 2017, NovoPayment joined 
the open banking movement to address 
weaknesses in Latin America’s closed, 
fragmented and legacy systems-based 
banking and payments infrastructures. Lack 
of interoperability between Latin American 
payment services and gateways means the 
region’s financial services infrastructure is 
under strain due to the rapid expansion of 
e-commerce. For example, existing payments 
services lack the capability to address the 
growing demand for mass payouts in the gig 
economy, NovoPayment says.

NovoPayment cites estimates from 
US-based consultancy Americas Market 
Intelligence that the Latin American 
e-commerce market is growing at over 20% 
a year, while Uber ride volume rose tenfold 
between 2015 and 2016 in the region.

In some major Latin American markets, 
the rate of m-commerce growth will be two 
to three times that of e-commerce, Americas 
Market Intelligence estimates.

NovoPayment has launched a Developer 
Hub which it describes as a bank-agnostic, 
multi-geography portal providing PCI-
compliant APIs to software developers for 
use in building new payment and banking 
products, or enhancing existing products. 

As of October 2017, the portal offers 37 
APIs targeting Latin American geographies 
and verticals including banking, service 
organisations, insurance, urban delivery and 
transport, and travel. Additional APIs will be 
offered in the near future, NovoPayment says. 

Existing APIs cover areas such as account 
creation, cash transfers, account enquiries, 
KYC/AML compliance, and customer support 
tools such as account or card verification, and 
blocking and replacement. 

NovoPayment says its Developer Hub uses 
Representational State Transfer architecture, 
an interoperable protocol for networked 
applications. It offers a sandbox mode that lets 
developers test APIs prior to deployment. 

“The Developer Hub showcases the API 
capabilities that we’ve developed and that are 
already in use by some of our bank clients 
with their business customers,” says Perez.

“All the APIs are already fully tested and can 
be deployed in a production environment very 
quickly.”

NovoPayment offers APIs in three different 
ways. “They are available on a white-label 
basis, or as modules on our open API portal 
[Developer Hub],” explains Perez. “We also 
offer custom solutions and consulting for 
clients with specific needs.”

NovoPayment is interested in partnerships 
with existing players in the global B2B/
P2P payout and remittance market, such as 
Payoneer and Hyperwallet Systems, Perez says. 

“Using our APIs they could offer more 
integrated solutions to their clients,” she says. 
“We would also love to partner with banks 
such as BBVA and Banco do Brasil which 
already have embraced open banking, to 
provide APIs complementing their existing 
technologies.”

NovoPayment is already talking to a 
number of Latin American fintechs about 
using its KYC APIs in their customer-
onboarding processes, Perez notes.

In January 2017, NovoPayment upgraded 
its platform to enable clients to deploy their 
own bots for Facebook Messenger. The 
company says the service enables financial 
institutions, retailers, and travel organisations 
to allow customers to conduct P2P payments 
within Messenger. Their end-customers can 
also use Messenger to open accounts, and 
check balances and transaction histories. <

novopayment: 
opens up 
its apis
NovoPayment pioneered Latin America’s prepaid card 
industry, and has now reinvented itself as a provider of 
open banking APIs with a vision to help the region’s 
fragmented payments systems cope with growing demand 
for e-commerce and m-commerce. Robin Arnfield reports
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interview   |   diebold nixdorf

CI: A year after the merger; how has it gone? 
Is it complete?
Andy Mattes: We’ve completely transitioned. 
Now we’re at the point where we need 
to transform our company and, more 
importantly, transform our industry. We’ve 
done all the groundwork and now it’s time for 
the exciting stuff.

What is the exciting stuff?
The exciting stuff is around innovation. It is 
about setting standards in the market. If you 
look at one research company that follows us 
the closest, they’ve just recognised that we’re 
by far the market leader in the space. Not 
just not in one part of the world, but in the 
Americas, EMEA and in Asia. 

If you translate into what this means for 
software environment for our customers, 
we’re becoming the de facto software. As an 
example, 11 of the top 15 banks in the US use 
our technology; 40 out of the top 50 banks in 
EMEA run their financial self-service devices 
in our software. This means we are now 
opening up our platform. We are providing 
APIs, open standard interfaces, we’re inviting 
development communities to develop apps on 
top of it. That’s where this gets exciting.

Where there any difficulties in the merger? 
Were there issues with duplication, for 
example?
You go through the normal birthing pains, of 
course, when you combine two companies; 
you always go to synergy as a target. At 
the end of the day, it means you have to 
streamline organisations; you go through all 

those processes. It’s a lot of heavy work and a 
lot of heavy change. 

The fact that the two companies were equal 
in size means that the good news is there was 
not this one overpowering modus operandi 
that says: ‘Everything is going to be done our 
way.’ The flipside was that we had to sit down 
and discuss every function. The good news is 
that it was a giant benchmarking exercise, but 
a huge pile of work. 

Whenever there was duplication or overlap 
in portfolio, you have to think: ‘How do 
you streamline that in a way that is most 
conducive for your customers?’ All of that is in 
the rear-view mirror, now it’s about customer 
intimacy, innovation, this notion of driving as 
a service change. The financial self-service of 
the future will be provided as a service, it’s no 
longer going to be ‘boxes’. 

The shift to managed services is a difficult 
one. How do you intend to do this and 
make it intimate and specific across such a 
large company?
Great question. Let me start with the need 

for the service. I had dinner with a banking 
executive from EMEA who had moved all 
of the cash in their banks to our machines. 
He said to me: ‘Andy, do you realise your 
machines may break?’ I said: ‘Of course’. 

He added: ‘But just think about the 
consequences. There is no more cash in my 
branch outside of your machines. I don’t 
have a cashier hidden away with a basket 
of money if something goes down. If your 
machine doesn’t work, my branch, for all the 
standard tasks that people go to a branch for, 
is basically out of business.

The whole industry has changed. When I 
started, it was all about how long it takes to fix 
a machine and if can you do it in three hours 
in London, given traffic. Today, the question 
is: ‘How do you provide 99% of uptime? And, 
by the way, I would like 99.5%.’ It sounds 
like only half a percent, but the cost of that is 
pretty steep as it needs more intuitive support. 

On the individualisation side, it is where 
this connected commerce idea comes around. 
When you walk into a bank, it knows who 
you are and what you want. You do this very 
specifically and the more the bank can provide 
that service, the more likely you’ll bank with 
them going forward. 

It’s not only consistent from a technology 
point of view, but we’re the largest provider of 
financial services. I have 15,000 techs that are 
solely geared towards a branch network of a 
bank. Customers are everywhere and financial 
services have to be ubiquitous. 

Are there specific trends depending on the 
region?
I think the Americas are currently the 
most innovative around the whole mobile 
connectivity thing, which is why we did 
our partnership with KONY (an enterprise, 
mobility and application company). 

On the flipside, if you look at Asia, they 
were the first to do recyclable technology. 
By that I mean if a pizza parlour fills up a 
machine with its daily earning and if we take 
money out of a machine, we actually get the 
notes the pizza parlour put in earlier, versus a 
cash transit company. 

The adoption of cardless transactions is high 
in Asia and in Europe; some of the countries 
in Europe have a high mobile affinity. Having 
connectivity with e-wallets is another trend. 
We’ve had our first customer in Dubai actually 
be able to take cash out of a Samsung e-wallet 
at an ATM. They’re also very advanced in 
biometrics. Every bank in the world has a 
digital initiative and they pick the elements 
most suitable to them. <

diebold nixdorf: 
A 12-month 
assessment
In 2016, US-based Diebold merged with Germany’s 
Wincor Nixdorf to form Diebold Nixdorf, a financial 
services, security and self-service corporation with an 
estimated 35% share of the global ATM market. Patrick 
Brusnahan talks to CEO Andy Mattes about its progress

Andy Mattes, Diebold Nixdorf
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I think GDPR is certainly going to 
require a relook at how people manage 
their data, particularly the category of 

data that says ‘I want my identity back’. 
That’s a difficult type of data to get back. 

“To get all of your history back, that’s quite 
difficult. The practicality of that will probably 
take longer than 2018 to work out how that’s 
all going to happen.

“Obviously, people store data in legacy 
systems which aren’t really designed for that 
sort of access. It was never designed to give 
this back. That’s going to be an issue. With 
newer systems it’s fine, but in banks, which 
have a lot of information, they have a lot of 
legacy systems. 

“In Australia, when I look at this, we’re 
about to go through mandatory disclosures. 
It’s a long way away from GDPR requirements 
and so businesses conducted with handles, 
handing over card details, my email address, 
I don’t regard that as personal data. That’s the 
means by which we communicate, keep in 
touch.

“I don’t give my home address or phone 
number. There’s a huge question of ‘what is 
private information?’ There will be a lot of 
interpretation about that as well, over time.”

CONSUMERS MORE AWARE
“As a general rule, in the last little while, there 
are numbers coming out of the US from 
analysts that tell me that customers are more 
conscious of providing excessive information.

“You’re buying a train ticket and you 
need to give date of birth, address, credit 
card number. When applying to attend 
a conference, I had to provide a lot of 
information and there were conditions that 

meant they could sell my information. Before, 
I used to be able to pay on the day.

“I do think people are becoming aware and 
sensing an oversupply of information. They’re 
also sensing that things can’t be right. It’s 
hard to control and manage a good level of 
governance over this.”

ISSUES WITH PSD2
“I think with PSD2 coming in, it’s going to be 
one of the key things in all of this. Yesterday, 
banks and financial institutions were 
responsible for cybersecurity. As you open it 
up to more players, there’s a whole lot more 
points of exposure.

“If I’m a very small business and I’ve 
decided to arbitrage certain capabilities 
due to PSD2, I may not have the security 
sophistication to be able to satisfy the security 
requirements. As you introduce more points 
of access, you quite naturally increase risk. As 
PSD2 encourage more participants, you get 
more risk due to its nature. 

“This really is an absolute shift in how 
banking services are. Suddenly, everything is 
much more opened up and it’s much more 
challenging to meet and monitor obligations. 
If you’re saying banks aren’t ready, then 
certainly some of the new entrants won’t be. I 
think they’ll be behind the banks.”

AUTOMATION AND AI
“The likelihood is that AI and automation will 
start to be introduced more, as that’s the only 
way the physically to handle the increased 
volume of transactions – the ability to analyse, 
and to make decisions.

“Probably the most critical benefit of 
automation is cybersecurity, and that 
cybersecurity is conducted by analysts, 
humans, who are by nature pretty random and 
not particularly systematic. My question is, 
how do you manage that in an overall process? 

“Automation is putting some system and 
process into what can sometimes be a random 
puzzle. I’m not suggesting analysts are random 
and haphazard, but if you can deliver some 
process and systematic means in which tasks 
can be achieved, the real benefit is then you 
can then deploy measurement.

“These things should be happening at this 
speed, at this rate, and people should be doing 
this. This leads to a much better position.

“One of the key benefits is introducing 
processes with a systematic base. It also brings 
more accountability into the process. This is a 
requirement. 

“Both PSD2 and GDPR have tight 
reporting times. This is in an industry which 
usually has a resolution timeframe of weeks 
or months, not three days. Even big banks are 
not getting that sort of response time.”  <

feature   |   security trends

security: 
four big trends 
to look out for 
With upcoming regulatory deadlines and multiple technological developments in the 
financial sphere, security is changing quickly, but what are the main trends? Patrick 
Brusnahan sits with Peter Woollacott, CEO and founder of security firm Huntsman

I do think people 
are becoming 

aware and sensing 
an oversupply of 

information

“
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report   |   global payments

The payments industry outperformed 
most financial services sectors in 
2016, with total revenues easily 

outpacing GDP growth. 
The cards sector remains in rude health; 

globally card revenues are expected to grow at 
more than 7% per year for the next five years.

While the dynamics underpinning 
performance in various countries vary – 
revenue drivers in China are starkly different 
than those in the US for example – revenues 
from consumer payments have overtaken 
business payments revenues, and will continue 
to outpace them. 

According to a report from McKinsey, 
Global Payments 2017: Amid Rapid Change, 
An Upward Trajectory, the major sources of 
growth from a geographic perspective were 
Latin America (19% growth during 2015-
2016) and North America (6%). 

Encouragingly for the industry, fee-based 
revenues now nearly equal liquidity-based 
revenues (i.e., those driven by interest 
margins), providing a buffer for payments 
revenues against more volatile rate-related 
income streams.

The dynamics underpinning performance 
differ from market to market: Asia-Pacific, the 
largest payments market, accounting for 45%, 
or $725bn, in revenues, derives the bulk of 
its revenues from commercial payments. In 
credit-card driven North America, two-thirds 
of revenues come from the consumer side.

KEY TAKEAWAYS
Cross-border transactions, including 
e-commerce payments, cross-border tuition, 
and payments involving SMEs, are still 
generating substantially higher margins than 

domestic ones, which are as high as up to 100 
times for retail remittances.

Digital challengers are exploiting this 
profitable space, building strong portfolios 
with high valuations. 

CREDIT CARDS THE DRIVER
Despite changing customer attitudes and 
behaviour – such as a shift away from carrying 
balances – credit cards remain the primary 
revenue driver across the Americas, responsible 
for 47% of revenues in North America, and 
40% in Latin America. 

The war on cash continues: In the UK, 
debit card usage has overtaken cash at the 
point of sale; in the Netherlands and Sweden, 
use of cash for all payments has dropped 
below 35% and 20% respectively. 

Perhaps more notably, there is a correlation 
between countries with high electronic 
transaction growth and high revenue 
growth, which should allay concerns that the 
continuing war on cash will lead to lower unit 
revenues.

REGIONAL DIFFERENCES
Although the consumer sector shows healthy 
growth, the position is not uniform across 
regions. McKinsey notes that Asia-Pacific 
business revenues continue to dominate, and 
actually increased their share in 2016 to 64%. 

In the other three regions, consumer 
payments are driving the majority of growth; 
in both North America and Latin America 
consumers account for nearly 70% of total 
revenue. 

The balance is quite even in EMEA, with 
the consumer sector having edged ahead 

in 2016 largely as a result of the depressed 
interest-rate environment. 

In absolute terms, credit cards provided 
the greatest lift to consumer payments across 
nearly all regions – with the exception of Latin 
America, where account balances contributed 
somewhat more. At the same time, 
commercial payments growth slowed down, 
particularly in EMEA, due to the decline in 
interbank interest rates.

The well-documented momentum 
toward open banking protocols – including 
regulations such as PSD2 in the EU – will 
drive many such growth opportunities, with 
the potential to alter the competitive balance 
between banks and non-banks.

As with many of these high-growth avenues 
McKinsey notes that the challenge – and 
opportunity – for payments providers is to 
wrap seamless value-added services around the 
core payments transaction.

Although consumers show a greater 
propensity to pay their monthly spend in 
full rather than carry balances, credit cards 
remain the primary revenue driver in the 
Americas and are projected to extend their 
lead. In North and Latin America, credit cards 
alone comprise 47% and 40% respectively of 
payments revenue. 

CROSS-BORDER MARGINS
Cross-border transactions still generate 
substantially higher margins than domestic 
ones, even as the volume of cross-border 
commerce and small and medium-size 
business trade increases.

Cross-border transactions, both remittances 
and ecosystem-based payments, deliver 
lucrative margins of up to 100 times their 
domestic counterparts for retail remittances.

The average margin on a cross-border 
consumer-to-consumer transaction is 635 
basis points, compared to 6 domestically, 
due to the greater complexity, the additional 
foreign exchange revenues, and the premium 
positioning of the service.

Marc Niederkorn, McKinsey partner 
and report co-author observed: “Looking 
ahead, non-banks are stepping up the pace of 
innovation, and the advent of open banking 
regulations in the UK, EU and elsewhere, and 
the development of e-commerce ecosystems 
will fuel significant disruption in the coming 
years. 

“Our report findings suggest that financial 
institutions will need to play a formative 
rather than reactive role in this transformation 
if they are to keep pace.” <

payments set to be A 
$2TRN industry 
by 2020: report 
According to McKinsey, for the next five years annual 
payments revenue growth will average 7%. By 2020 it 
will be a $2trn dollar industry, writes Douglas Blakey
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Iran’s payment cards market recorded robust growth 
in terms of cards in circulation, transaction volume and 
value during the period 2012-2016, despite international 
sanctions. The country was eventually reconnected to the 
international SWIFT system in February last year

Iran’s strong growth in terms of cards 
in circulation, and both transaction 
volumes and values during 2012-

2016 was primarily supported by the 
country’s large banked population, Iranian 
government initiatives to encourage 
electronic payments, improvements to the 
country’s banking infrastructure, and an 
overall consumer shift towards card-based 
payments. 

In 2016, the average number of monthly 
transactions per card in Iran stood at 3.6, 
second-highest compared to regional peers 
such as the UAE (2.4), Kuwait (3.0), Saudi 
Arabia (1.6), Lebanon (1.3), Bahrain (0.8), 
and Oman (0.3). Israel recorded the highest 
average number of monthly transactions 
per card in the region, at 11.9.

The Iranian government has taken 
a number of initiatives to encourage 

electronic payments and reduce 
dependency on cash payments.

Consumers are charged a fee for using 
cash to pay utility and mobile bills, and 
many Iranian banks refuse to accept bill 
payments in cash, forcing consumers to use 
cards. Barcode readers and POS terminals 
are installed in branches to facilitate 
bill payments with cards. Also, many 
government organisations pay bonuses to 

IRAN

country snapshot: 
iran
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employees in the form of gift cards which 
can only be used for purchases, and not for 
cash withdrawals.

REMOVAL OF SANCTIONS
Banks in Iran were reconnected to the 
Society for Worldwide Interbank Financial 
Telecommunication (SWIFT) system in 
February 2016, as international sanctions 
were eased.
   This was based on a Joint Comprehensive 
Plan of Action reached by the P5+1 
countries (the US, the UK, France, China, 
and Russia), the EU and Iran in July 2015, 
relating to Iran’s nuclear programme. 
   The move allowed banks in Iran to 
resume cross-border transactions with 
foreign counterparts. Almost all banks 
in Iran are now connected to the SWIFT 
system, while the rest are in the process of 
doing so.
   The lifting of sanctions has also 
encouraged international card issuers and 
schemes to enter Iran’s cards and payments 
industry. For instance, South Korea’s Woori 
Bank opened a representative office in 
May 2016. In December 2015, Mastercard 
announced plans to enter the Iranian 
market once sanctions were lifted. The 
company launched a channel on instant 
messaging app Telegram, through which 
it sends posts in Persian to attract Iranian 
consumers.
   The Central Bank of Iran is also holding 
negotiations with international scheme 
providers such as JCB and China UnionPay. 
The increasing presence of international 
issuers and schemes is expected to bring 
more investment and competition into the 
Iranian payment cards market, which will 
result in higher uptake of payment cards 
over the 2016-2020 period.

DEBIT CARDS DOMINATE 

Debit cards remain the most widely used 
payment card type, and accounted for 
99.4% of the total transaction volume in 
2016.  Debit card penetration in Iran stood 
at 337.3 cards per 100 individuals in 2016, 
which was by far the highest compared to 
regional peers the UAE (109.3), Bahrain 
(97.4), Kuwait (93.8), Oman (85.8), Saudi 
Arabia (75.8), and Lebanon (33.4). Israel 
had the lowest debit card penetration, with 
10.3.

Debit cards recorded the fastest review-
period (2012-2016) CAGR of 24.95% in 

terms of transaction volume. Growth was 
supported by the continued migration of 
low-value cash payments to debit cards, 
government efforts to encourage retailers 
to accept card-based payments and 
banks’ promotional activities to encourage 
retailers to install POS terminals.

DEMAND FOR PREPAID
There is huge demand for prepaid gift cards 
in Iran, within both the retail and corporate 
segments. Demand is particularly high 
during festival seasons.

A popular marketing strategy followed 
by Iranian banks is to issue cards to non-
account holders. Prepaid cards are issued 
with less stringent conditions, and are 
often cross-sold.

Banks are currently targeting the 
unbanked population by offering simplified 
card products. Gift cards for retail and 
corporate customers can be obtained from 
banks without an account.

To capitalise on the growing e-commerce 
market, banks such as Bank Mellat, EN 
Bank, Bank Pasargad and Parsian Bank 
offer prepaid cards for online shoppers, 
encouraging customers to utilise e-banking 
services for payments of utility bills and 
online shopping. 

For instance, Bank Mellat offers a gift 
card which can be used for online shopping 
and to pay utility bills. It features a three-
digit CVV code, and the card is deactivated 
if the code is entered incorrectly three 
consecutive times.

Banks in Iran are also targeting foreign 
tourists by offering prepaid cards. For 
instance, Bank Melli Iran offers the Tourist 
Card, which is accepted throughout Iran. 
A maximum of $5,000 can be loaded onto 
the card.

Similarly Bank Tejarat offers a prepaid 
smart-card for foreign tourists, which can 
be purchased with foreign currency and 
used at domestic ATMs and POS terminals 
across the country. <
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Cash remains the preferred method of consumer payments in Chile, 
accounting for 76% of the total payment transaction volume in 
2016. Cash is mainly used for day-to-day and low-value transactions, 
although industry modernisation could see patterns start to shift

CHILE

country snapshot: 
chile

Chile’s cards and payments industry 
was transformed during 2012-2016, 
supported by government initiatives 

such as a financial inclusion program and 
infrastructure modernisation. 

As use of cash and cheques declined, 
debit and credit cards have benefited. 
Government efforts to provide basic 
banking and financial services to the 

unbanked helped much of the population 
become banked, which benefited the 
industry. The share of individuals aged over 
15 with accounts grew from 49.8% in 2012 
to 71.4% in 2016.

Branchless banking also contributed 
to bringing unbanked consumers into 
the formal banking system. For instance, 
government-owned BancoEstado offers 

its services through Caja Vecina banking 
terminals, allowing it to serve over 
extended hours, including Saturday and 
Sunday. This differentiates the bank from 
its competitors, which typically operate 
five hours per day, five days a week. Caja 
Vecina offers all normal banking products 
and enables individuals in remote areas to 
conduct banking and payment transactions.
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Growth in the banked population will 
drive use of banking products such as bank 
accounts and debit cards.

Changing lifestyles and rises in the 
economically active population, disposable 
income, and the popularity of online 
shopping supported the growth of payment 
cards during the review period – a trend 
that is set to continue to 2020 and beyond.

CUENTARUT DEBIT CARDS
BancoEstado offers CuentaRUT, a debit 
account primarily for the low-income 
population who do not qualify for 
conventional accounts. There are no 
maintenance charges associated with the 
account, documentation is minimal, and 
it is available to the entire population. 
Accounts can be easily opened in person, 
by telephone, online, or through banking 
agents, contributing to their popularity 
among Chilean consumers.

CuentaRUT account holders are issued 
debit cards, which will increase the debit 
card market’s volume and value growth 
over the forecast period. There were 8.3 
million CuentaRUT account holders at 
BancoEstado as of 2015, equal to 46.1% of 
Chile’s total population.

DEMAND FOR CREDIT CARDS
Demand for credit cards has risen in the 
past four years, mainly driven by increased 
short-term credit demand following the 
financial crisis, especially among the 
Chilean lower- and middle-class population. 

Banks reciprocated positively by 
lowering interest rates for credit card 
consumer loans. According to central bank 
statistics, the average interest rate on 
credit card consumer loans fell from 34.3% 
in January 2013 to 23.3% in December 
2016, encouraging credit card uptake.

Another key driver of credit card 
transaction value and volume is the 
option to convert purchase amounts into 
monthly instalments. BBVA Chile offers 
six- to 12-month instalment facilities for 
purchases at Enjoy hotels and restaurants, 
while Scotiabank Chile and BancoEstado 
also offer instalment facilities.

GROWING INFRASTRUCTURE
The number of ATMs in Chile fell from 
9,238 in 2012 to 8,019 in 2016. Banks’ 
reluctance to meet growing security costs, 

and requirements by the SBIF insisting 
they be in operation 95% of the time, led 
to the decrease. Growing incidences of 
cash robberies at ATMs, particularly in rural 
areas, also forced many banks to reduce 
their ATM networks.

The number of POS terminals in Chile 
recorded a CAGR of 9.9% from 128,500 in 
2012 to 187,197 in 2016. This indicates 
that consumers are increasingly inclined to 
use payment cards for in-store payments. 
Banks are encouraging customers to 
make greater use of POS cash withdrawal 
facilities offered by retailers. Retailers are 
also installing mobile POS terminals that 
accept EMV and contactless payments.

PREPAID AND GIFT CARDS
Prepaid cards are gaining acceptance 
among Chilean consumers as they 
offer control over spending and do not 
necessarily require a bank account. With 
28.6% of the population still unbanked in 

the country in 2016, prepaid cards provide 
a unique opportunity for banks to serve the 
unbanked and underbanked segments of 
the population.

Gift cards are also gaining prominence 
in Chile. Falabella Para Empresas offers a 
prepaid gift card that can be used in 35 
stores in Chile. A popular strategy used by 
prepaid issuers is to organise contests and 
draws with prepaid cards as prizes. 

Chilean department store Ripley ran a 
Pinterest contest in August 2012, with 
customers given a chance to enter a prize 
draw to win a gift card worth $74.70. The 
strategy was effective in introducing the 
product to Ripley customers.

Banks also tie up with retail outlets to 
issue prepaid cards. Banco de Chile, in 
partnership with pharmacy chain Farmacias 
Ahumada, offers a gift card with free 
delivery of goods for online purchases, 
discounts on purchases from specified 
vendors, and redemption of card points for 
movie ticket discounts. <
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New Zealand’s cards and payments industry is well developed, and 
consumers are prolific users of payment cards, with use of cash 
predicted to fall out of favour dramatically in coming years. The 
frequency of card use was 116.2 transactions per card in 2016

NEW ZEALAND

country snapshot: 
new zealand

Frequency of card use in New Zealand 
in 2016 was higher than in its Asia-
Pacific peers South Korea (66.4), 

Singapore (44.3), Hong Kong (29.8), Japan 
(14.1), and Taiwan (13.2) but the figures 

was marginally lower than in Australia 
(116.3).

New Zealand has the lowest rate of cash 
use among the OECD countries. According 
to a February 2015 Mastercard survey, 

49% of survey participants expect cash 
payments in New Zealand to cease in the 
next 10 years.

The country also leads other OECD 
countries in terms of cashless payments, 

0

500

1,000

1,500

2,000

2,500

3,000

3,500

4,000

2012
2013

2015
2016

(es
tim
ate
d)2014

$bn

value of credit tRanSfers

Source: GlobalData

0

30

60

90

120

150

2012
2013

2015
2016

(es
tim
ate
d)2014

$bn

value of cheque payments

Source: GlobalData

0

10

20

30

40

50

60

2012
2013

2015
2016

(es
tim
ate
d)2014

$bn

value of payment cards

Source: GlobalData

CI November 549.indd   20 23/10/2017   09:25:35



www.cardsinternational.com  |  21

Country snapshot   |   new zealand

with four of every five payments made 
electronically.

Banks and payment companies are 
adopting regular initiatives to improve 
rates of financial literacy in New Zealand. 
This has resulted in a high level of overall 
banking penetration, which is, in turn, 
driving consumer demand for banking 
products such as current accounts and 
debit cards.

The proportion of New Zealanders aged 
15 or above with a bank account reached 
99.6% in 2016, according to the World 
Bank’s Global Findex survey.

BANKS AND NON-BANKS
Consumers in New Zealand have 
traditionally been debt-conscious, and 
typically prefer to pay with available funds 
rather than on credit. As a result, the 
average consumer is more inclined to use 
debit cards than pay later cards.

In terms of transaction value, debit 
cards accounted for 60.5% of the overall 
payment card market in 2016. Debit card 
penetration in New Zealand is 251.4 
cards per 100 individuals, higher than in 
Singapore (178.9), Australia (177.6), and 
Hong Kong (78.0). 

In contrast, pay later card penetration 
remains low at 57.5 cards per 100 
individuals – the lowest rate in the region. 
To increase consumer uptake of pay later 
cards, banks offer various benefits such as 
balance transfer services and lower interest 
rates on card transactions.

For instance, Bank of New Zealand (BNZ) 
offers the Low Rate Mastercard, providing 
an interest-free balance-transfer service 
for 12 months, and a standard purchase 
interest rate after 12 months. 

ANZ also offers a Low Rate Mastercard, 
providing a balance-transfer service at 
1.99% interest for 12 months. Meanwhile 
Westpac’s balance transfer service charges 
5.95% interest per year for the life of the 
transferred balance.

Non-banking companies are also looking 
to build market share in New Zealand’s pay 
later card sector.

For instance, domestic loan and 
insurance provider Gem offers credit cards 
that incorporate benefits such as low 
interest rates and reward programmes. 
Gem Visa card holders are offered 0% 
interest for the first six months on 
transactions with a value above NZ$357.40 
($247.40).

ADOPTION OF CONTACTLESS
Contactless payments are gaining 
prominence in New Zealand, with all the 
country’s major banks – ANZ, Westpac, 
ASB Bank, BNZ and Kiwibank – offering 
cards with contactless functionality. 

According to an October 2015 
Mastercard survey, the number of 
consumers using contactless payments 
in New Zealand rose by more than 20% 
in 2015 compared to the previous year. 
The survey also suggests that two-thirds 
of consumers regularly make contactless 
payments, mainly at supermarkets, retail 
stores, and coffee shops.

E-COMMERCE GROWTH
E-commerce grew from $2.4bn in 2012 
to $3.6bn in 2016 at a CAGR of 11.1%. 
Widespread digital access and growing 
internet and mobile penetration rates are 
key drivers of e-commerce in New Zealand.

Growth in e-commerce is also partly 
driven by the availability of e-commerce 
design and development websites, which 
help businesses to develop e-commerce 
sites and email marketing, and provide 
support and training to online merchants.

To provide further growth opportunities, 
the state-owned New Zealand Post Group 
offers assistance to domestic companies 
to develop e-commerce operations and 
build customer bases by offering a range of 
services such as demand generation, supply 
chain management, and aftersales services.

New Zealanders prefer traditional 
methods such as payment cards and credit 
transfers to pay for online purchases. 
However, emerging methods such as digital 
and mobile wallets and voucher-based 
payments are also increasingly being used 
for e-commerce transactions.

goMoney Wallet, Visa Checkout 
and Masterpass are among the latest 
alternative payment solutions to be 
introduced in the country. <
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ATM crime will always exist in one 
form or another.

The European Association for 
Secure Transactions found that in 2016 
transaction-reversal fraud was up 147% 
compared to 2015, highlighting how certain 
types of attack are becoming more prevalent 
in some geographical areas. 

Criminals are clearly very persistent and 
will continue to develop more and more 
sophisticated methods of attack, often quickly 
migrating from one area to another when 
solutions are put in place. Indeed, attacks 
are already moving beyond local instances 
and towards financial institutions’ networks, 
something that has a wider-spread impact 
than localised attacks on ATM systems. 

Financial institutions therefore need to 
make sure that it is not just their physical and 
logical environments that are secure but also 
their overarching networks – something that 
compliance can help with.

All this might paint a bleak picture for 
banking security, but in fact there are several 
measures that institutions can take to not 
only secure their physical and cyber networks, 
but also to ensure they are compliant with 
industry policy and regulations.

KEY SECURITY TRENDS
IT attacks are the number one risk to financial 
institutions, but this is not the only form of 
security attack that threatens the network. 

The top four security threats that the 
banking sector currently face are transaction-
reversal fraud, malware attacks, black-box 
attacks and card entrapment.

The current key threat, transactional-
reversal fraud – which results in a hard loss 

of cash to deployers – has risen exponentially 
on a global scale, but particularly in the UK 
where there have been over 10,000 attacks 
over the past year.

FUNDAMENTAL ACTIONS
There are fundamental actions that financial 
service providers can take. First and foremost, 
instead of deploying a single solution they 
should look at deploying layers of security 
to prevent a single point of exposure and 
to reduce the risk of an attack harming the 
online or offline networks.

This applies to each of the three main pillars 
of security: physical security, logical security 
and fraud. It is not a case of ‘one-solution-fits-
all’; organisations need an informed, vigilant 
approach for more robust protection.

Financial institutions should also consider 
location when it comes to security solution 
deployment, particularly with physical security 
threats. 

Higher density environments such as cities 
may need a different approach than lower 
density areas. This demonstrates why a broad-
brush approach to banking security is not as 
effective as a multi-layered, organisational 
wide strategy. 

SECURITY AND COMPLIANCE
Both security and compliance go hand in 
hand. The industry regulators are using 
compliance to drive more effective security 
measures throughout the sector. 

A decade ago, when it came to ATM 
deployment most conversations focused on 
the configuration of the ATM. Now, the first 
questions asked will most often be around 

security and compliance. This is driven by a 
wider recognition that both of these areas are 
crucial to operating an effective self-service 
network and ultimately keeping customers 
satisfied.

The two major challenges for financial 
institutions are cost and time. Despite the 
announcement of new or updated regulations 
sometimes years in advance, it still takes time 
to implement and also costs money. 

Planning is the most important measure 
financial institutions can take as this will help 
to minimise costs, plan resources and deliver 
an integrated rollout plan which logically 
combines all associated requirements into an 
effective roadmap for change. 

CHANGE IS A POSITIVE
Keeping close to the various industry bodies 
is key. Making sure there is an open line of 
communication between your company and 
the relevant authorities will help ensure you 
are not caught out by any updates or the 
creation of new policies and regulations.

Work together. Across the industry, we have 
a wealth of knowledge and experience and 
therefore we should strengthen our efforts as a 
unified industry to ensure we all have access to 
an up-to-date, compliant and safe self-service 
network. 

So, make sure you are prepared, but view 
regulatory change as a positive – it is designed 
to help rather than hinder. Planning ahead 
is critical as well as ensuring you have a 
compliance and security road map to navigate 
regulatory changes which impact your estate.

Regular reviews of the attack landscape and 
your risk profile are also vitally important to 
maintaining a safe network for the future. <

how financial institutions can 
use regulation to drive 
more robust security
The future of banking security may seem bleak, but there are options 
available. Paul Ferris, product manager at Diebold Nixdorf UK/Ireland, 
discusses why security and compliance go hand in hand with one another
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Navigating the Transformation 
of Retail Banking in Europe

For more details please contact 
Ray Giddings on ray.giddings@compelo.com or call +44 (0) 20 3096 2585

Top industry movers and shakers will meet to debate the importance of new strategies, 
business practices and partnerships in the industry. We invite you to become an active voice 

in this discussion to shape the future of retail banking.

Retail Banking: Europe 2017
15th November 2017 l Amsterdam

Key Issues
l Innovation in banking – Evaluating new 

technologies changing the face of retail banking 
l Succeeding in a digital economy - Catering to 

the changing customer mindset, behaviour and 
expectations

l Big data and the power of analytics - Utilising 
advanced data modelling 

l Ensuring safety and security in a digital world: 
Digital identity, cyber security and fraud 
management

l Collaboration instead of competition: Highlighting 
the need for synergies between FinTech and banks 

Why Attend
l Hear from leading retail banks as they discuss 

digital disruptions, technology innovations and new 
generation of customers 

l Join expert panel discussions that off er insight into 
some of the most pressing issues impacting the 
retail banking sector in Europe

l Examine key industry trends in a day packed with 
keynotes, case studies and interactive debates 

l Take part in thought-provoking discussions 
covering the most critical industry issues using out 
new technology tool Slido

l Earn CPD points towards your professional 
development and take away key fi ndings from the day
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